School of Law

MENDING WALLS: INFORMATION
SHARING AFTER THE USA
PATRIOT ACT

Nathan Alexander Sales, Professor,
George Mason University School of Law

Texas Law Review, Forthcoming

George Mason University Law and Economics
Research Paper Series

10-16

This paper can be downloaded without charge from the Social Science
Research Network at http://ssrn.com/abstract id=1572984




DRAFT — PLEASE DO NOT CITE

MENDING WALLS:
INFORMATION SHARING AFTER THE USA PATRIOT AcCT

Nathan Alexander Sales
George Mason University School of Law

ABSTRACT

The conventional wisdom is that the USA PATRIOT Act tore down the wall that prevented
counterterrorism officials from sharing information with one another. Yet a number of laws
remain on the books that could restrict data exchange, including the National Security Act of
1947, the Posse Comitatus Act, and the Privacy Act. Each statute reflects a blend of distinct
policy concerns — for instance, preventing criminal investigators from evading the legal limits on
domestic surveillance, keeping military and intelligence agencies from using excessive force in
contexts where it’s unjustified, ensuring that the armed forces remain subordinate to civilian
authorities, and safeguarding individual privacy against government intrusions. These laws are
overbroad; they have the potential to restrict not just the harmful conduct Congress sought to
proscribe, but also innocent information sharing. In fact, it’s possible to expand sharing while
simultaneously vindicating these laws’ underlying principles. Intelligence agencies are unlikely
to collect evidence for law enforcement officials to use in criminal proceedings, because doing
so would undermine their institutional interests. Information sharing can mitigate intelligence
and military incentives to operate in inappropriate spheres. The chances that data exchange
might undermine civilian control of the military are too slight to justify sharing restrictions. And
information sharing can preserve privacy values by reducing the need for agencies to engage in
multiple rounds of privacy-eroding surveillance.
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MENDING WALLS:
INFORMATION SHARING AFTER THE USA PATRIOT AcCT

Nathan Alexander Sales’

Something there is that doesn’t love a wall,
That sends the frozen-ground-swell under it,
And spills the upper boulders in the sun;
And makes gaps even two can pass abreast.

— Robert Frost, “Mending Wall”
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INTRODUCTION

The conventional wisdom is that the USA PATRIOT Act tore down the wall.l The
conventional wisdom is mistaken.

" Assistant Professor of Law, George Mason University School of Law. Special thanks to the Center for
Infrastructure Protection for generous financial support. | worked on a number of information-sharing initiatives
while serving at the U.S. Departments of Justice and Homeland Security, but the opinions expressed in this article
are solely mine.

! Fred F. Manget, Intelligence and the Criminal Law System, 17 STAN. L. & PoL’Y REV. 415, 420 (2006) (“The wall
is gone.”); RICHARD A. POSNER, PREVENTING SURPRISE ATTACKS: INTELLIGENCE REFORM IN THE WAKE OF 9/11 at
122 (2005) [hereinafter POSNER, SURPRISE ATTACKS] (arguing that the PATRIOT Act “accomplished” the goal of
“eliminating artificial barriers to the pooling of intelligence data™).
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It was the summer of 2001, and FBI agents were frantically trying to locate a suspected al
Qaeda operative named Khaled al Mihdhar. Toward the end of August, Steve Bongardt, who
was working the criminal investigation of U.S.S. Cole bombing, received an email from one of
the bureau’s intelligence officials; it mentioned that al Mihdhar might have entered the United
States. His curiosity piqued, Bongardt picked up the phone and asked his colleague to tell him
more. What he got was an order to delete the message; it was sent to him by accident. Bongardt
then fired off an angry email: “Whatever has happened to this — someday somebody will die —
and wall or not — the public will not understand why we are not more effective and throwing
every resource we had at certain ‘problems.’””

He was right. A few weeks later Khaled al Mihdhar helped hijack American Airlines
flight 77 and crash it into the Pentagon.

After 9/11, it was widely agreed that national security officials needed to do a better job
sharing information with one another. The free flow of data, it was argued, would help them
“connect the dots” and prevent future attacks. An early example of this consensus was the USA
PATRIOT Act,®> which amended a provision in the Foreign Intelligence Surveillance Act that
prevented intelligence officials at the FBI from exchanging data with criminal investigators.*
Yet even in PATRIOT’s wake, a number of walls remain on the statute books. These legal
constraints have attracted virtually no attention, either in academic circles or elsewhere. “[A]ny
suggestion that there is still a ‘wall’ is not considered politically correct.”™ The issue may have
escaped notice, but that does not make it unimportant. The remaining restrictions on information
sharing have the potential to affect the full range of agencies with national security
responsibilities, from the intelligence community to the armed forces to law enforcement. They
also potentially cover the entire spectrum of data that could be relevant to counterterrorism
operations, from electronic surveillance intercepts to satellite imagery to industrial facility
vulnerability assessments.

This article attempts to fill that gap in the literature. It has three goals: to weigh the
advantages and disadvantages of information sharing; to identify some of the remaining legal
restrictions on data exchange, as well as their policy justifications; and to consider whether these
laws’ underlying values can coexist with expanded information sharing.

Part | discusses some of the benefits and costs of data exchange. A principal advantage
of sharing is that it enables intelligence agencies to better detect national security threats. By
assembling individual tiles that by themselves reveal little, information sharing allows analysts to
see the entire mosaic of enemy intentions. Sharing also allows agencies to specialize in the
collection of various different types of information; these market niches produce efficiency gains

2 NAT’L COMM’N ON TERRORIST ATTACKS UPON THE U.S., THE 9/11 COMMISSION REPORT 270 (2004) [hereinafter
9/11 ComMISSION REPORT]; LAWRENCE WRIGHT, THE LOOMING TOWER: AL-QAEDA AND THE ROAD TO 9/11 at 353-
54 (2007).

® Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism
(USA PATRIOT Act) Act of 2001, Pub. L. No. 107-56, 115 Stat. 272.

“1d. § 218 (codified at 50 U.S.C. § 1804(a)(7)(B)).
> Quoted in Grant T. Harris, The CIA Mandate and the War on Terror, 23 YALE L. & PoL’y REv. 529, 554 (2005).



DRAFT — PLEASE DO NOT CITE

that result in better intelligence product. Yet sharing has its downsides. Data exchange can
compromise sensitive intelligence sources and methods by increasing the likelihood that they
will leak. It can flood intelligence analysts with troves of data, making it harder to distinguish
signal from noise and reinforcing preconceptions about hostile powers’ capabilities and
intentions. And sharing can burden the privacy interests of persons to whom the data pertains.

Part Il analyzes statutory restrictions on information sharing and their policy
justifications. It begins with the prototypical wall — FISA’s “primary purpose” requirement,
which crippled information sharing from the mid-1990s up to the 9/11 attacks. The wall sought
to prevent pretext. It was feared that law enforcement officials might ask intelligence officials to
collect evidence for use in criminal proceedings; FISA kept cops from evading the legal limits on
domestic surveillance by commissioning spies to do the dirty work for them.

I then turn to some of the remaining statutory restrictions on information sharing. The
National Security Act of 1947 bars the CIA from exercising “police, subpoena, or law
enforcement powers” or engaging in “internal security functions.”® Similar to the FISA wall, the
1947 act prevents spies from engaging in pretextual surveillance at the behest of cops. It also
reflects firewall concerns — the notion that, while it might be appropriate to use unsavory
intelligence techniques in the foreign sphere, the government shouldn’t operate the same way
domestically. The act could restrict the CIA’s ability to swap information with federal law
enforcement officials, most notably at the FBI. A second restriction is found in the Posse
Comitatus Act, which makes it a crime to “use[] any part of the Army or the Air Force as a posse
comitatus or otherwise to execute the laws”’ Posse Comitatus is another firewall statute; it
insulates domestic law enforcement from the more violent practices that characterize military
operations. The act also reflects republicanism concerns — the idea that the armed forces must
always be subordinate to civilian authorities. The sweeping Posse Comitatus rule may prevent
the armed forces from sharing information with domestic authorities in the aftermath of a
terrorist attack or natural disaster — for example, by providing the FBI with intelligence about the
attack site or offering tactical advice on how to manage the disaster zone. The Privacy Act of
1974 offers a third example. It promotes individual privacy in two senses — freedom from
government observation, and the ability to control how information about oneself is presented to
the outside world. A restrictive reading of the act — in particular, the requirement that “routine”
disclosures of covered records must be “compatible with the purpose for which [they were]
collected”® — could prevent, for example, Customs from sharing data about arriving container
ships with NSA officials who want to use it to screen for terrorist stowaways. In short, the 1947
act, Posse Comitatus, and the Privacy Act are overbroad. Congress had good reasons to enact
these statutes, but they sweep so broadly that they imperil desirable information sharing that does
not threaten the harms about which Congress justifiably was concerned.

Part 111 considers whether it’s possible to promote data exchange while remaining faithful
to these laws’ underlying pretext, firewall, republicanism, and privacy concerns. The answer, |
argue, is yes. The analysis is informed by rational-choice theories of bureaucratic action, and

650 U.S.C. § 403-4a(d)(1).
718 U.S.C. § 1385.
5 U.S.C. § 552a(a)(7), (b)(3), (e)(4)(D).
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focuses on individual and institutional incentives within military and intelligence agencies. It’s
unlikely that information sharing between the FBI and CIA under the 1947 act will raise
meaningful pretext problems. The CIA will have strong incentives to decline requests by its
bureaucratic rival to collect evidence for use in criminal proceedings, because doing so would
harm the CIA’s own interests. Similarly, sharing probably won’t produce firewall harms. Data
exchange can actually promote firewall principles by mitigating agencies’ incentives to mount
aggressive operations in inappropriate spheres. Republicanism concerns don’t justify sharing
restrictions; the potential harms are both slight and unlikely to materialize. And information
sharing can preserve privacy values even more effectively than a strict prohibition on data
exchange, by reducing agencies’ incentives to engage in privacy-eroding surveillance.

A few preliminary observations are needed. First, this article suffers from the same
shortcomings that plague all efforts to write about highly classified national security matters — a
dearth of publicly available information. A good deal of data about how these statutory barriers
affect information sharing among military, intelligence, and law enforcement players presumably
remains hidden from public view. In its absence, the most we can hope to do is offer conjectures
or educated guesses. Second, eliminating the statutory barriers discussed in this article will not,
without more, lead to the free flow of information. Agencies aren’t exactly clamoring to share
with one another; as I’ve argued elsewhere, officials have strong incentives to hoard data, and
information sharing will be stymied unless these incentives are recalibrated.® Still, modifying
legal rules to permit more sharing is an important first step. Statutory restrictions on data
exchange reinforce agencies’” worst instincts, ensuring that even less information changes hands.

. Two CHEERS FOR INFORMATION SHARING

The post-9/11 consensus is that information sharing is a good thing. There is “near
universal agreement” that “fighting terror will require deeper coordination than existed
heretofore between law enforcement agencies, the CIA, and the military.”*® Data exchange is
worthwhile because it enables officials to piece together the intelligence mosaic, an especially
important task in conflicts with nontraditional adversaries like terrorist organizations. Also,
sharing produces efficiency gains by allowing different intelligence agencies to specialize in
collecting particular kinds of information. So why only two cheers? Because sometimes data
exchange can harm the government’s national security interests, to say nothing of the privacy
interests of the people to whom the information pertains.

% See Nathan Alexander Sales, Share and Share Alike: Intelligence Agencies and Information Sharing, 78 GEo.
WaASsH. L. Rev. 279 (2010).

1 Noah Feldman, Choices of Law, Choices of War, 25 HARV. J.L. & PUB. PoL’y 457, 482 (2002); see also, e.g.,
Michael V. Hayden, Balancing Security and Liberty: The Challenge of Sharing Foreign Signals Intelligence, 19
NOTRE DAME J.L. ETHICS & PUB. POL’Y 247, 257-60 (2005); David S. Kris, The Rise and Fall of the FISA Wall, 17
STAN. L. & PoL’y REev. 487, 518, 521-22 (2006); Craig S. Lerner, The USA PATRIOT Act: Promoting the
Cooperation of Foreign Intelligence Gathering and Law Enforcement, 11 GEO. MASON L. REV. 493, 524-26 (2003);
POSNER, SURPRISE ATTACKS, supra note 1, at 26, 28; Richard Henry Seamon & William Dylan Gardner, The
PATRIOT Act and the Wall Between Foreign Intelligence and Law Enforcement, 28 HARv. J.L. & PuB. PoL’y 319,
458-63 (2005); Peter P. Swire, Privacy and Information Sharing in the War on Terrorism, 51 VILL. L. ReEv. 951,
951-59 (2006).
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The principal advantage of information sharing is that it enables intelligence analysts to
better detect threats against the United States. Taken individually, a piece of information might
not reveal anything about an adversary’s intentions or capabilities. But seemingly innocuous
data can become more meaningful, and more sinister, when aggregated with other information.
This is known as the mosaic theory.™* “[I]ntelligence gathering is ‘akin to the construction of a
mosaic;’ to appreciate the full import of a single piece may require the agency to take a broad
view of the whole work.”*? One tile may not suggest much at all, but the larger mosaic might.
The mosaic theory traditionally has been offered as reason why the government might resist the
release of a particular piece of information, as in response to a FOIA request.*® Yet it is as much
a theory of intelligence analysis as it is a theory of nondisclosure. As long ago as the
Revolutionary War, General George Washington — “America’s first spymaster™* — recognized
the importance of collecting and aggregating apparently unrelated pieces of information. “Every
minutiae should have a place in our collection, for things of a seemingly triffling [sic] nature
when conjoined with others of a more serious cast may lead to very valuable conclusions.”*

A related benefit is that information sharing can reduce the likelihood of catastrophic
intelligence failures.”® “[T]he intelligence failures that hurt the worst have not been those of
collection but rather those of dissemination.”™’ Some scholars believe that breakdowns in
information sharing contributed to our failure to anticipate the attack on Pearl Harbor. In the
months before December 1941, American cryptologists had broken the principal code for
Japan’s diplomatic communications and intercepted a number of increasingly alarming messages
that Japan regarded conflict with the United States as inevitable.® Intelligence officers also
determined that Japan had changed its naval call signs on November 1 and again on December 1,

1 see generally David E. Pozen, Note, The Mosaic Theory, National Security, and the Freedom of Information Act,
115 YALE L.J. 628 (2005).

123, Roderick MacArthur Found. v. FBI, 102 F.3d 600, 604 (D.C. Cir. 1996) (quoting In re United States, 872 F.2d
472,475 (D.C. Cir. 1989)); see also United States v. Marchetti, 466 F.2d 1309, 1318 (4th Cir. 1972).

B3 See, e.g., CIA v. Sims, 471 U.S. 159, 178 (1985) (upholding CIA’s refusal to divulge identities of private
researchers participating in agency’s MKULTRA program, because “bits and pieces of data may aid in piecing
together bits of other information even when the individual piece is not of obvious importance in itself”).

“ NATHAN MILLER, SPYING FOR AMERICA: THE HIDDEN HISTORY OF U.S. INTELLIGENCE 5 (1989).

1> Letter from George Washington to Lord Stirling (Oct. 6, 1778), in 13 THE WRITINGS OF GEORGE WASHINGTON
FROM THE ORIGINAL MANUSCRIPT SOURCES, 1745-1799, at 39, 39 (John C. Fitzpatrick ed., 1936); see also Hayden,
supra note 10, at 258.

18 Many factors besides sharing breakdowns contribute to faulty intelligence, including analysts’ cognitive biases the
“crying-wolf effect” of past false alarms, and so on. See POSNER, SURPRISE ATTACKS, supra note 1, at 85-86;
RICHARD A. POSNER, UNCERTAIN SHIELD: THE U.S. INTELLIGENCE SYSTEM IN THE THROES OF REFORM 22-29
(2006) [hereinafter POSNER, UNCERTAIN SHIELD]. Even if data had flowed freely in the months before the 9/11
attacks, it’s far from clear that officials would have overcome these other obstacles to make the right intelligence
calls. See MARK M. LOWENTHAL, INTELLIGENCE: FROM SECRETS TO PoLicy 256 (4th ed. 2009). Enhanced
information sharing may help stave off intelligence failure, but it doesn’t guarantee success.

17 Stewart A. Baker, Should Spies Be Cops?, FOREIGN POL’Y, Winter 1994-95, at 43.

'8 ROBERTA WOHLSTETTER, PEARL HARBOR: WARNING AND DECISION 382, 385-86 (1962).
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moves that were regarded “as signs of major preparations for some sort of Japanese offensive.”*°

Yet these clues about Japan’s possible intentions were never pooled and integrated:

[N]o single person or agency had at any given moment all the signals existing in
this vast information network. The signals lay scattered in a number of different
agencies; some were decoded, some were not; some traveled through rapid
channels of communication, some were blocked by technical or procedural
delays; some never reached a center of decision.”

Information sharing is also advantageous because it allows intelligence agencies to
specialize in collecting different kinds of data, thereby producing efficiency gains.?* Consider
the alternative: a system in which agencies only gain access to information they’ve collected on
their own. Such an “eat what you kill” regime would result in wasteful redundancies, as
agencies duplicated each others’ collection capabilities. Resources that the FBI might use more
productively to intercept electronic communications within the United States would be diverted
to replicating the National Security Agency’s overseas signals-intelligence assets. Those
inefficiencies mean less intelligence would be produced. (This is not a mere hypothetical. When
NSA officials in 2001 refused to hand over intercepts of Osama bin Laden’s satellite telephone
calls, the FBI made plans to conduct electronic surveillance by building its own antennae in
Palau and Diego Garcia.??) By contrast, an intelligence system based on information sharing
allows agencies to carve out their own market niches. Agencies can focus their collection efforts
on areas where they enjoy a comparative advantage — e.g., the FBI’s comparative advantage in
gathering information relating to domestic crimes, the CIA’s comparative advantage in gathering
data from overseas spies, and so on. Sharing ensures that agencies won’t be disadvantaged by
specializing; they will still, through a system of trade, have access to data collected by others.
The result is to lower the intelligence system’s overall costs of producing assessments.

Sharing also has the potential to foster competitive analysis, which can result in better
advice to policymakers. In particular, sharing increases the number of agencies capable of
engaging in what’s known as “all source intelligence.” All source means that an agency’s
analytical products incorporate data from many different collection sources, not just the ones
over which that particular agency has control.”® In other words, the nation’s three all-source
agencies — CIA, the Defense Intelligence Agency, and the State Department’s Bureau of
Intelligence and Research®® — can incorporate into their intelligence assessments data that was
gathered by, for instance, the FBI and the NSA. Information sharing can lead to the emergence
of more all-source agencies. Sharing ensures that analysts aren’t limited to the data their own
agency has managed to collect, but instead allows them to examine the widest possible range of

91d. at 385.

20 1d. But see David Kahn, The Intelligence Failure of Pearl Harbor, FOREIGN AFFAIRS, Winter 1991-1992, at 138,
148 (“The intelligence failure at Pearl Harbor was not one of analysis, as Wohlstetter implies, but of collection.”).

21 Cf. POSNER, SURPRISE ATTACKS, supra note 1, at 14, 47.
22 See WRIGHT, supra note 2, at 382-88.
2% See LOWENTHAL, supra note 16, at 72.

2 See LOWENTHAL, supra note 16, at 38.
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information, including data gathered by other agencies. The result is a system of competitive
analysis, in which multiple agencies consult a common pool of information to tackle the same
intelligence questions. Previously | argued that redundant intelligence collection is inefficient,
but not all redundancy is wasteful®®; cars come with seat belts and air bags, and drivers are safer
for having them both. Redundant collection seems the very essence of waste; little is gained
when five different agencies intercept the same email. But redundant intelligence analysis can
be beneficial. Competitive analysis helps ensure that policymakers are exposed to diverse
perspectives; it also helps counteract groupthink tendencies.?

Information sharing may produce even greater benefits in conflicts with terrorists than in
traditional warfare between nation states.?’ Indications that a conventional attack is imminent
are comparatively easy to detect; it isn’t hard to figure out what the Soviets have in mind when
they mobilize 20,000 tanks to the border of West Germany. But asymmetric warfare often
involves precursor acts that by themselves appear innocent.?®> The warning signs of a terrorist
attack could be as innocuous as a Nigerian named Umar Farouk Abdulmutallab boarding a
Detroit-bound flight in Amsterdam on Christmas day. Their sinister implications can only be
discerned when integrated with other pieces of information — e.g., intercepts suggesting that al
Qaeda intended to use a Nigerian to attack the U.S. around the holidays, intercepted email traffic
between Abdulmutallab and an anti-American cleric in Yemen, and warnings from
Abdulmutallab’s father that his son had become radicalized.”® Information sharing enables
intelligence analysts to cross-check seemingly innocent facts against other signs of possible
danger, thereby approaching the comparative certainty of conventional threat assessments.

Widespread data exchange has the potential to harm the government’s national security
interests in several ways. Sharing increases the likelihood that a given piece of sensitive
intelligence will be compromised, whether through espionage (acquisition by a foreign power) or
leaks (disclosures to unauthorized persons, such as the news media). The more people who are
privy to a secret, the greater the danger it will be exposed. “Bulkheads in a ship slow movement
between the ship’s compartments, just as restrictions on sharing classified information slow the
communication traffic between intelligence agencies. But in both cases there is a compelling
safety rationale.”*°

%% See Anne Joseph O’Connell, The Architecture of Smart Intelligence: Structuring and Overseeing Agencies in the
Post-9/11 World, 94 CAL. L. Rev. 1655, 1675-54 (2006) (discussing some costs and benefits of redundancy among
intelligence agencies).

% See William C. Banks, And the Wall Came Tumbling Down: Secret Surveillance After the Terror, 57 U. MiAMmI L.
Rev. 1147, 1151, 1193 (2003) [hereinafter Banks, Secret Surveillance]; LOWENTHAL, supra note 16, at 14, 139;
O’Connell, supra note 25, at 1676, 1689, 1731-32. Competitive analysis also has its downsides. “The existence of
an alternative analysis, especially on controversial issues, can lead policymakers to shop for the intelligence they
want or cherry-pick analysis, which also results in politicization.” LOWENTHAL, supra note 16, at 135.

%" See Swire, supra note 10, at 955-57.
%8 See LOWENTHAL, supra note 16, at 133.

% See Eric Lipton et al., Review of Jet Bomb Plot Shows More Missed Clues, N.Y. TIMES, Jan. 17, 2010, at __; Mark
Hosenball et al., The Radicalization of Umar Farouk Abdulmutallab, NEwWSWEEK, Jan. 11, 2010, at .

%0 POSNER, SURPRISE ATTACKS, supra note 1, at 103.
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Still, the risk that sharing might compromise sensitive data seems exaggerated. Cold War
era information-access standards like compartmentalization rules and *“need to know”
requirements were designed to counter a particular type of threat: espionage by a traditional
nation-state adversary like the Soviet Union. They may be less vital in today’s era of
asymmetric conflicts with international terrorists. Sharing restrictions still play an important
role in preventing espionage by rival nations, such as Iran or North Korea. But terrorist groups
like al Qaeda have not proven as adept at placing spies in the American intelligence
community.®* At least as to information related to terrorist threats, then, the risks of espionage
seem weaker.** Of course, the danger that classified terrorism-related information might leak
remains significant — witness, for example, newspaper stories about the NSA’s warrantless
Terrorist Surveillance Program, the secret CIA prisons in Central Europe, and so on.®* But it
might be possible to mitigate those risks with countermeasures other than sharing restrictions,
such electronic audit trails that record which officials have accessed a particular piece of
information.*

Sharing also can harm national security by producing a “flooding effect” — i.e., by
inundating analysts with massive amounts of information. Roberta Wohlstetter argues that
intelligence analysis is akin to trying to locate a faint “signal” hidden amid a mass of “noise.”
Information sharing can increase the amount of noise, making the signals even harder to detect.
Sharing thus can overwhelm analysts, preventing them from detecting threats they otherwise
would have found if only they weren’t swamped with data.®*® Even worse, the flooding effect can
lead to analytical distortions. By deluging analysts with unmanageable troves of data, sharing
can reinforce their preconceptions about hostile powers’ capabilities and intentions and blind
them to unexpected threats.’” In other words, sharing can exacerbate confirmation bias.
Analysts might cope with the reams of new information by fixating on the data points that
confirm their preexisting biases and ignoring the ones that don’t. The result is analytical
ossification, as established theories are reinforced and alternatives go unnoticed.

*1 But see Richard A. Oppel Jr., et al., Attacker in Afghanistan Was a Double Agent, N.Y. TIMES, Jan. 5, 2010, at Al
(reporting that an al Qaeda suicide bomber who killed seven CIA officers at a CIA base in Afghanistan was double
agent).

% Cf. POSNER, UNCERTAIN SHIELD, supra note 16, at 215 (indicating that, while “[f]oreign states have their own
intelligence agencies that can steal secrets by pooling and analyzing scattered bits of information obtained from
leaks or moles,” terrorist organizations “have much less elaborate intelligence apparatus,” and arguing that
classifying information “is not responsive” to the threat posed by terrorists).

% See, e.g., James Risen & Eric Lichtblau, Bush Lets U.S. Spy on Callers Without Courts, N.Y. TIMES, Dec. 16,
2005, at A1; Dana Priest, CIA Holds Terror Suspects in Secret Prisons, WASH. POST., Nov. 2, 2005, at A01.

% See MARKLE FOUND., MOBILIZING INFORMATION TO PREVENT TERRORISM: ACCELERATING DEVELOPMENT A
TRUSTED INFORMATION SHARING ENVIRONMENT, THIRD REPORT OF THE MARKLE FOUNDATION TASK FORCE 1-3, 6-
7 (2006) [hereinafter THIRD MARKLE REPORT].

% See WOHLSTETTER, supra note 18, at 387, 393.

% Cf. WOHLSTETTER, supra note 18, at 387 (“We failed to anticipate Pearl Harbor not for want of the relevant
materials, but because of a plethora of irrelevant ones.”).

%7 See POSNER, SURPRISE ATTACKS, supra note 1, at 116-17.
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Concerns about flooding are legitimate, but they don’t justify wholesale limits on
information sharing. It’s true that analysts’ cognitive limitations are an imperfect way to filter
data. But so are sharing restrictions. In a system that uses sharing limits as a filter, what
determines whether data from one agency reaches another is not an informed, disinterested
judgment about whether or not it would be useful. The decisive factor is likely to be a rival
agency’s self-serving determination about whether the exchange would benefit its interests or
harm them.*® Sharing restrictions are an exceedingly coarse way to separate signal from noise.
A better way to prevent analysts from being inundated with data might be to rely on automated
filtering technologies. CIA reportedly is developing image-recognition technology that enables
computers to match photographs with exemplars stored in a database.** The Office of the
Director of National Intelligence also is said to be experimenting with an automated system that
can scan databases of foreign surveillance videos and identify suspicious behavior.** And
computers are often tasked with running keyword queries (“al Qaeda,” “jihad,” and the like)
against intercepted phone calls and emails. Human beings would only need to inspect what
passed the automated filters. (Still, this seems an imperfect solution to the flooding effect.
“Even in the age of computers, few technical shortcuts have been found to help analysts deal
with the problem.”*)

It’s not just the government that stands to lose from data exchange; sharing also can harm
the privacy interests of the persons to whom the data relates.** Specifically, information sharing
interferes with one’s interest in preventing the government from observing personal facts.** The
sharing of previously collected data amounts to fresh observation in several senses. First,
sharing increases the number of officials with access to an otherwise private fact; the more
officials who observe it, the greater the privacy harms. Second, and more importantly,
information sharing enables the government to integrate isolated units of data and thereby
discover new information about the person:

[W]hen combined together, bits and pieces of data begin to form a portrait of a
person. The whole becomes greater than the parts. This occurs because
combining information creates synergies. When analyzed, aggregated
information can reveal new facts about a person that she did not expect would be
known about her when the original, isolated data was collected.**

% See generally Sales, supra note 9.

% See LOWENTHAL, supra note 16, at 73.

“0 See Walter Pincus, Finding a Way to Review Surveillance Tape in Bulk, WASH. PosT., Mar. 10, 2009, at A11.
*! LOWENTHAL, supra note 16, at 117.

2 Contra Kris, supra note 10, at 520 (arguing that sharing restrictions “do[] not provide much protection for
privacy”).

*% See, e.g., Julie E. Cohen, Examined Lives, Informational Privacy and the Subject as Object, 52 STAN. L. REV.
1371, _ (2000).

* Daniel J. Solove, A Taxonomy of Privacy, 154 U. PENN. L. REV. 477, 507 (2006); cf. Patricia L. Bellia, The
Memory Gap in Surveillance Law, 75 U. CHI. L. Rev. 137, 139 (2008).
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This is the same insight that informs the mosaic theory: Integration creates new information.
Just as data aggregation can reveal new insights into al Qaeda’s capabilities or plans, it can also
reveal new insights into a person’s private thoughts and actions.

In addition to harming one’s privacy interest in avoiding unwanted observation,
information sharing also can undermine one’s privacy interest in controlling data about oneself.
Sharing interferes with the ability of data subjects to control the dissemination of information
about themselves and, ultimately, how they choose to present themselves to the outside world:

What advocates regard as being fundamentally at stake in the claim to
informational privacy is control of personal information. . .. [T]o speak of a right
of informational privacy is to invoke a “claim of individuals . . . to determine for
themselves when, how, and to what extent information about them is
communicated to others.”*

The problem here is not so much that information sharing prevents data subjects from keeping
personal information confidential; the problem is that sharing has the potential to undermine data
subjects’” autonomy.*® Still, while it’s certainly the case that information sharing can undermine
privacy, sharing actually has the potential to promote privacy interests. This is so because, as |
argue below, in some circumstances sharing can be a substitute for fresh privacy-eroding
surveillance.”’

I1. WALLS, PAST AND PRESENT

The USA PATRIOT Act may have brought down one wall, but a number of others
remain on the statute books. This section begins with a brief discussion of the FISA wall, then
surveys the remaining statutory limits on information sharing as well as their underlying policy
values. The National Security Act of 1947 might prevent the CIA from sharing information with
federal law enforcement agencies — most notably the FBI — as well as other counterterrorism
officials who operate primarily in the domestic sphere. The Posse Comitatus Act could result in
federal criminal liability for members of the armed forces who exchange data or otherwise
coordinate with law enforcement officials. Finally, the Privacy Act might restrict any federal
agency from sharing with intelligence officials unless its reasons for handing over the data are
sufficiently similar to the reasons it gathered the information in the first place.®

* Lillian R. BeVier, Information About Individuals in the Hands of Government: Some Reflections on Mechanisms
for Privacy Protection, 4 WM. & MARY BILL RTs. J. 455, 458-58 (1995) (quoting ALAN WESTIN, PRIVACY AND
FREEDOM 7 (1967)); see also Francesca Bignami, Towards a Right to Privacy in Transnational Intelligence
Networks, 28 MIcH. J. INT’L L. 663, 669 (2007) [hereinafter Bignami, Transnational Intelligence].

%6 See James X. Dempsey & Lara M. Flint, Commercial Data and National Security, 72 GEO. WASH. L. REV. 1459,
1462 (2004).

47 See infra Part I11.C.

“8 Several other statutes have the potential to restrict information sharing, but don’t have that effect at present
because of how they are 